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Change Log

Date Change Description

2022-01-13 Initial release.

2022-09-16 Bug fixes.



Introduction

This document outlines the basic configuration steps required to integrate FortiMail Cloud with
Microsoft Exchange Online (Microsoft 365) so that FortiMail can scan and protect inbound and

outbound email to and from MS365.



Configuring Domains on MS365

a s ownhpRE
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Log on to the MS365 admin center: https://admin.exchange.microsoft.com/#/homepage.

Select Setup.

Under Get your custom domain set up, select View.
Select Manage, and then Add domain.

Enter the new domain name, then select Next.

Add a domain

Enter a domain you own. *

Your users' email addresses will look like this: username@contosocos.com

Log on to your domain registrar, in this case, GoDaddy, and select Next.

If prompted, log on to your registrar, and select Authorize.

Select Add the DNS records for me, and select Next.

Select the services for your new domain and clear the check boxes for any services that will
be handled by a different domain. For example, if you just want to use the new domain for
email, choose Exchange, and clear the check boxes for Skype for Business and Mobile
Device Management for Office 365.

10. Select Next, then Finish. Your new domain has been added.

For more information about MS365 domain configuration, see https://docs.microsoft.com/en-
us/microsoft-365/admin/setup/add-domain?view=0365-worldwide.


https://admin.exchange.microsoft.com/#/homepage
https://docs.microsoft.com/en-us/microsoft-365/admin/setup/add-domain?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/setup/add-domain?view=o365-worldwide

Configuring DNS Settings

1. Log on to your DNS server.
2. Change the MX record from MS365 to FortiMail.

()
—

same domain to which it points.

DNS ENTRY TYPE
A

@ A

@ MX

mail A

@ TXT/SPF

VT.XT/SPF n

Delete all records fff

PRIORITY TTL

Manage your DNS for  picrconsuingcom o

Ad d DNS is ded for advanced users only, and allows full customisation of your DNS
settings. Using this form will disable the basic DNS view

Warning: If you have an @ record set to a CNAME, all other @ records (including MX) will be ignored and set to the

DESTINATION/TARGET

81.21.76.62 VAl
81.21.76.62 /7| |
mail tryptichconsult /7| &
86.152.19.82 7| |&
MS=ms86440163 7| | &

Add @




Configuring Inbound Settings on FortiMail

You will now configure the FortiMail cloud to accept mail from your domain and then forward the
mail to Office 365.

1. Go to FortiMail Cloud user portal: https://www.fortimailcloud.com/main_page.
2. Select the FortiMail instance.

3. Select Action > Manage Domain.

4. Click New, and add the domain by entering the domain name and the SMTP server.

<« [e] QO B &= hitps;//www.fortimaildoud.com/main_page/#!/license

Domain Management

+ New... E Edit... ﬁ[ Delete

Domain FQDN SMTP server Assaciation


https://www.fortimailcloud.com/main_page

Configuring Inbound Settings on MS365

Now you’ll configure MS365 to accept inbound email from FortiMail Cloud once the email has been
scanned.

Configuring Inbound Transport Rule on MS365

Log on to the Exchange admin center: https://admin.exchange.microsoft.com/#/homepage.
Select Mail Flow.

Select the plus sign (+) dropdown menu and select Create a new rule...

Enter a name for the new rule.

Select More options.

gk new rule - Google Chrome = O >

aprownbhpeE

# outlookoffice365.com/ecp/RulesEditor/NewTransportRule.aspx?ActivityCorrelationlD=a097b55f-7c1d-f...

new rule

Mame:

Accept on from FML

*Apply this rule if..

Select one -

*Da the following...

Select one -
Properties of this rule:
Audit this rule with severity level:

Mot specified

Choose a mode for this rule:
® Enforce
I Test with Policy Tips

O Test without Policy Tips

Waore options., ——__

@ Riohts Manacement Services (RMS) is a premium feature that reauires an Enterorise Client Access License (CAL ora RMS 7

Save || Cancel



https://admin.exchange.microsoft.com/#/homepage

6. Edit Apply this rule if and Do the following as shown in the following example.
b Ruls - Google Chrome — O
@ outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx?ActivityCorrelation| D=647574df-a263-6a63-c09¢c-5bf...

Accept on from FML

Mame:

|Accept on from FML

“Apply this rule if.

The sender is located... - Qutside the organization

add condition

*Da the following.

Delete the message without notifying anyone -

add action

7. Edit Except if and enter the IP address based on your FortiMail Cloud instance.
For example, if the hostname is example-com.fortimailcould.com, the IP address you need to
enter should be the IP address of example-com.fortimailcould.com

#dig example-com.fortimailcould.com
;7 ANSWER SECTION:

example-com. fortimailcloud.com. 3600 IN A 66.35.17.228
example-com.fortimailcloud.com. 3600 IN A 154.52.4.131
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g Rule - Google Chrome = O X
# outlook.office365.com/ecp,/RulesEditor/EditTransportRule.aspx? ActivityCorrelationl D= 64757 4df-a263-6a63-c09¢c-5bf...

Accept on from FML

Mame:

|Acceptcun fram FML

“Apply this rule if..

The sender is located... - Outside the organization

| add condition

*Do the fellowing...

Delete the message without notifying anyone -

add action

Except if..
X Sender's IP address is in the range... - '154.52.4.131" or '66.35.17.228'

| add exception

Properties of this rule:

Priority:

CI

Audit this rule with severity level:

Mot specified «

‘ Save H Cancel |

8. Configure a new rule to drop all inbound mail, unless it comes from FortiMail Cloud and
select the Accept only from FML checkbox in the ON column under the rules section of the
Exchange admin center.

i Exchange admin center

(it Home

@ you're using Google Chrome incognito and this page isn't working, enable third-party cockies. Leam more about managing Google Chrome cockies.
R Recipients d

Rules
= Mail flow &

+-I/BRATY E- PR

Message trace oM RULE PRIORITY -

I Rules v Accept on from FML 0
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Configuring Outbound Settings on FortiMalil

Now that you have configured the inbound mail settings on both MS365 and FortiMail, you will need
to configure your ACL policies on FortiMail. The “allow” relay policies will permit MS365 sources to
relay outbound messages to external domains via FortiMail.

The ACL policy is pre-configured in the provisioning process if you enter MS365 as the server type
in your provision template. You may verify it in your FortiMail Cloud instance.

If the ACL policy is not configured, follow the steps below to set it up.

1. Open the FortiMail CLI Console.
2. Enter the following commands:
config policy access-control receive
edit 1
set sender-ip mask 23.103.132.0/22 <this is your MS365
server IP address>
set action relay
next
edit 2
set sender ip-mask 23.103.144.0/22 <this is your MS365
server IP address>
set action relay
next
edit 3
set sender-ip-mask 23.103.191.0/24 <this is your MS365
server IP address>
set action relay
next
edit 5

3. Add MS365 as a trusted relay on FortiMail.

12



Configuring Outbound Settings on Office 365

Now you need to configure MS365 to relay outgoing mail to FortiMail.

Configuring Outbound Connector on MS365

Outbound connectors are used to redirect outbound mail flow to a specific MTA instead of using the
domain’s configured MX records. Often this type of policy is created to meet a DLP and encryption
requirement or to provide an additional level of antispam/malware inspection of outbound mail flow.

In this section you will create an outbound connector to deliver outbound email through FortiMail to

provide that extra layer of email inspection.

Select Next.

abkrwnhpeE

Select Next.

Add a connector

O New connector
@® Name
Use of connector

Routing

Security restrictions

Validation email

Review connector

Go to Exchange Admin Center > Mail Flow > Connectors > Add a connector.
Set Connection from to Office 365 and set Connection to to Partner organization.

Enter a descriptive name and description.

Connector name

This connector lets Office 365 deliver messages to your organization's email server.

Name *

Fortimail Outbound

Description

Relay all outbound email via Fortimail

What do you want to do after connector is saved?

Turn it on

Retain internal Exchange email headers {recommended)

6. Select the Only when | have a transparent rule set up that redirects messages to this

connector radio button.
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7. Select Next.

8. Configure the IP or FQDN of FortiMail Cloud.
For example, if the hostname is example-com.fortimailcould.com, enter example-
com.fortimailcould.com.

9. Select Next.

10. Select the Any digital certificate, including self-signed certificates radio button.

11.Select Next.

12. Select Validate. Office will now perform the steps necessary for validation. Enter
username@-<protected domain> and click Validate.

13.When the validation is finished, select Close. The Status section should display Succeeded if
the process was successful.

14.Select Save.
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Configuring Outbound Transport Rule on MS365

Create a new transport rule to forward outbound messages through FortiMail for inspection using
the connector defined above. The advantage of using a transport rule is that it is more granular in its
application. With transport rules you can easily enable/disable the rules and require a combination
of match conditions before the connector is utilized. On the other hand, the connector itself can only
send all outbound messages.

TIP: Creating a test transport rule, that matches specific sender(s)/recipient(s) patterns, is a good
method for testing an outbound connector without having to force all outbound traffic through it.

Note: Some match options are hidden by default. Click on the More options link to expand all
additional match conditions.

Log on to the Exchange admin center: https://admin.exchange.microsoft.com/#/homepage.
Select Mail Flow.

Select the plus sign (+) dropdown menu and select Create a new rule...

Click More options at the bottom.

Edit Apply this rule if...

Add condition under Apply this rule if...

Edit Do the following and enter the connector created in the previous step.

_@ Rule - Google Chrome : :

Nooas~wdE

8 outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx?ActivityCorrelation| D=746bd 7d8-b0a9-af4a-2cec-d7...

Qutbound to FML

Mame i
Cutbound Rule .

*Apply this rule if.

X The sender is located.., - Inside the organization
and

X The recipient is located.. - Outside the organization

add condition

*Da the following.
Use the following connector., -
add action

8. To avoid email loop, add an exception for your Fortimail Cloud instance by editing Except if >
A message header includes > Enter Received as header name and entering below info as

specify words or phrases.
15
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For example, if the hostname is example-com.fortimailcould.com, enter the following information:

example-com-1.fortimailcould.com
example-com-2.fortimailcould.com

specify words or phrases

g -

example-com-2.fortimailcloud.com

Ok Cancel |

This exception means that if the email has already been scanned by FortiMail Cloud, it will not be
sent back again to FortiMail.

Then save the rule.
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B4 Rule - Google Chrome = O *

8 outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx? ActivityCorrelation| D=746bd7d8-b0a9-afda-2cec-d7...

Outbound to FML

Mame: U
Qutbound Rule

*Apply this rule if..

X The sender is located.. - | Inside the organization
and
X The recipient is located.. - | Outside the organization

add condition

*Da the following...

Use the following connector. hd
add action
Except if..
X The message type is.. - | Automatic reply
or
X A message header includes... - | M header includes "ol

-com-2 fortimailcloud.com’ or
. s-com-1.fortimailcloud.com*

add exception

Properties of this rule:

Save ‘ ‘ Cancel

Your incoming and outgoing messages will now be protected by FortiMail Cloud. You should now
apply a FortiMail antivirus and antispam profile.

Note: You can disable MS365 antispam services if you feel they are no longer required.
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